Computer Security for Home Users - PCW 26/A
Saturday, March 4, 2006
9:00 – 11:30
Instructor: Dominic Esposito

E-mail: dominic.esposito@lehman.cuny.edu
	Text:
	No assigned text book – Handouts will be given in class

	Grading:
	The grades for this class are based on class participation.  

	General Information:
	This class is the second of three in the “Home Computing Series.”  This series is designed for individuals with computer systems in their homes running Microsoft Windows.  Participants should have knowledge of running applications such as word processing and Internet browsers.  Also, a working knowledge of computer utilities such as My Computer is required and basic file management tasks such as creating folders and copying files is necessary.  These can be covered briefly in class if necessary.  There is a class in this room immediately following this class.  We will start at 9:00 and shut everything down by 11:30.  If there are unanswered questions, students can e-mail me.

	Class Description:
	Topics include identification of computer viruses, worms, Trojan Horses, spyware, spam, pop-ups and other types of unwanted intrusions and annoyances; sources of security problems such as e-mail and web browsing; configuration of a secure system; applying security-related updates and software and hardware solutions such as firewalls and anti-virus programs.

	Prerequisite:
	It is suggested that PCW 22: Basic Computer Skills and/or EDP 07 Introduction to Microcomputing is taken prior to this class.

	Class Objective:
	In this class, you will learn how to avoid common security problems that affect many computer users in the home and at work.  

	Goal:
	This course is designed to make people gain a greater understanding of computer security in general.  Each student should leave with a greater understanding of how to keep a computer safe from unwanted intrusions.  Some of the material is technical, but experienced and inexperienced people should be able to follow.  Note: many of the topics covered today can translate to the workplace as well.  However nothing should be done at work without first consulting with the system administrator.


	Material Overview:
	All of the topics listed below should receive coverage.  Each topic will receive more or less attention depending on the interests and experience of the class.

1. Computer networks and security

a) What is a network?
i. A group of stations (computers, telephones, or other devices) connected by communications facilities for exchanging information. Connection can be permanent, via cable, or temporary, through telephone or other communications links. The transmission medium can be physical (ie fiber optic cable) or wireless (ie satellite).
b) Types of networks (home, local, internet)
i. A home network comprises of computers that are connected together in the home.  It can consist of desktop computers, laptop computers or a combination of both.  Home networks became more common with the introduction of high-speed internet access such as cable or DSL (more details in next week’s class).  The benefits of a home network will be discussed in item c.  

ii. A local area network is a communications system that links computers into a network, usually via a wiring-based cabling scheme. LANs connect PCs, workstations and servers together to allow users to communicate and share resources like hard disk storage and printers. Devices linked by a LAN may be on the same floor or within a building or campus.  The computers in this room are on a LAN.

iii. The Internet is an electronic communications network that connects computer networks and organizational computer facilities around the world.  
c) Benefits of a network
i. A network provides several benefits to users.  Firstly, the ability to share both files and hardware devices helps increase convenience, productivity, and decrease overhead costs.  Examples will be given in class about the benefits of file and device sharing.  

ii. One of the main benefits of the Internet is the ability to have access to resources worldwide.  Practically any required bit of information can be found over the Internet and sharing can be performed on a large scale.
d) Security problems created by joining a network
i. Whenever a computer joins a network, there is the possibility of a security breach.  Basically, when you join a network, you are giving others the right to use certain resources of your computer.  There is a chance that someone who does not have authorized access can see your information.  Proper protection steps should always be taken to ensure security and that will be discussed later.  
e) Security problems of wireless networks in the home
i. One problem that is common with wireless networks is having other users connect to your network wirelessly and use your resources.  If the proper steps are not taken to set up a wireless network with a logon name and password, any computer can connect to the network.  Wireless networks are commonly used in the home today with a high-speed Internet connection.  More details will be given in class about why a logon name is important and why wireless networks are commonly used in the home as opposed to wired networks.  

ii. The other problem is that some wireless networks do not provide a secure connection to the Internet.  If the type of wireless router (brief definition to be given) does not provide a secure socket to the Internet, people may have the opportunity to intercept information that is being transmitted and view it.  This could be a problem when performing various tasks online.


2. Viruses and other intrusions

a) Viruses

i. Computer Virus - A computer virus is an executable file designed to replicate itself while avoiding detection. A virus may disguise itself as a legitimate program. Viruses are often rewritten and adjusted so that they will not be detected. Anti-virus programs must be updated continuously to look for new and modified viruses. Viruses are the number one method of computer vandalism.
ii. Viruses can be dependent on the Operating System.  The Sasser virus affected Windows XP computers, but not computers that were running older OS’s like Windows 98.
b) Worms
i. There are many types of viruses around today.  Many people ask how the computer gets affected.  Sometimes the computer can be affected without the user doing anything (more information to be given in the section f).  The Sasser worm infected computers that did not perform a Microsoft Security update.  Over 50% of the worlds computers were affected.  The virus programmer found vulnerability in Windows and exploited it by spreading the virus around the Internet.  Worm -  Independent program that replicates from machine to machine across network connections often clogging networks and information systems as it spreads.

c) Spyware
i. Spyware - A technology that assists in gathering information about a person or organization without their knowledge. On the Internet, "spyware is programming that is put in someone's computer to secretly gather information about the user and relay it to advertisers or other interested parties." As such, spyware is cause for public concern about privacy on the Internet.  For example, if a user is using Google to search for Nike sneakers and spyware is on the computer, the search will first be transmitted to a third party prior to the user receiving the results of the search.  Subsequently, the user will get either pop-up ads, or spam email trying to sell Nike sneakers from one of the companies paying the spyware company for their services.
ii. Spyware is rampant these days.  Many “free” music download sites contribute to the spread of spyware.  Spyware can lock up computers and caused registry errors.  It is always running and is configured to run when the computer is turned on, so it is constantly using system resources.  It is almost as bad if not as bad as a virus.  Definition: Windows Registry - A central hierarchical database in Windows used to store information necessary to configure the system for one or more users, applications, and hardware devices. The registry contains information that is constantly referenced during operation, such as profiles for each user, the applications installed on the computer; and the types of documents each can create, property sheet settings for folders and application icons, what hardware exists on the system; and which ports are being used.
d) Adware
i. While not necessarily malware, adware is considered to go beyond the reasonable advertising that one might expect from freeware or shareware. Typically a separate program that is installed at the same time as a shareware or similar program, adware will usually continue to generate advertising even when the user is not running the origianlly desired program.  One common form is pop-up ads.  Many people continuously get pop-up ads on their computer even when they are not on a website.  Often times, a pop-up ad will advertise a pop-up blocker which will install either additional adware or spyware on the computer.
e) Signs of trouble
i. Know your computer.  Be observant of the things that are happening when you are using the computer.  Do not just call the computer friend for help.  Many people diagnose their computer as having a virus when it is “acting funny.”  The computer’s performance is seriously affected.  Also, many viruses like the Sasser will cause the system to shut down and restart automatically.  If something is not acting normally, run a virus scan immediately.  Could get error messages, the system could be very slow.

ii. Sometimes viruses are not obvious.  That is why it is important to run the virus scan often.  People do not like to run virus scans because they take a long time, depending on the size of the hard drive(s) and they use system resources which make it difficult to do anything else on the computer while the scan is running.  More details about anti-virus software will come in the next section.
f) Methods of infections (e.g. email, attachments, web browsing)
i. Email viruses are very common.  Some of the most common email viruses today look like they come from someone you know whereas earlier viruses used to be sent from someone you may not know and it was easy to not open an attachment from a stranger.  A friend or family member’s computer will be infected by a virus by an attachment being opened.  The virus will then automatically send out emails with itself attached to all those in the address book on the infected computer.  As long as the internet connection is active, the virus will be sent out.  A class discussion will elaborate about the danger in opening attachments and examples.  Knowing file extensions are still important even though they are not as commonly used as they once were in earlier versions of Windows.
ii. Hoax emails are just as bad as a virus. An example of a hoax is when someone is warning you about a file that is a virus and it is a system file that you are instructed to delete.

iii. Viruses can be downloaded from websites that contain malicious code that is created to automatically execute on your computer when the site is visited.  The “human” factor contributes to these types of infections.
g) The “human” factor
i. Many viruses are caused by people carelessly going to inappropriate web sites and downloading something that is misrepresented.  Details will follow in class.

ii. Computer use should be monitored by an adult and the computer should be placed in a high traffic area to help avoid these problems.
h) Consequences, damage and costs
i. The consequences of infection, whether by spyware or a virus can be severe.  Some consequences are more annoying that anything, but others can damage system files and cause the computer to be either extremely slow or completely inoperable.  
ii. When the computer is rendered inoperable, that is the worst case scenario.  
iii. The cost of an inoperable computer is two fold.  Firstly, if a user has a lot of data files on the computer, there is a good possibility that they can be lost permanently.  These files are irreplaceable and a price cannot be put on that.  Additionally, if the user is not familiar with restoring a computer from scratch, a technician has to be hired.  The cost on this can vary.  If the technician is asked to try and fix the computer and safe the information that is resident on the hard drive, then this takes longer and most technicians get paid like mechanics.  If the technician is asked to reformat the hard drive, this will be less costly, but everything will be lost.


Common sense solutions: developing safe email and web browsing habits


	3. Importance general system maintenance

a) Windows updates, patches and service packs
i. Windows updates should be done as regularly as antivirus updates.  The Sasser virus exploited a flaw in the Windows system that was fixed with an update.  Windows can be configured to update the computer automatically.  
b) Use and configuration of Microsoft Automatic Updates
i. An in class demonstration will be conducted using Start -> Help and Support -> Windows Update.  Windows update is located on the lower part of the screen in Help and Support.


4. Application updates (MS Office vulnerabilities)


5. Controlling web browsing

a) Restricting access to web sites by children
i. Many users want to restrict children from various types of sites.  Norton Internet Security can be configured to do so.  Even if there is only one Windows account on the computer, Norton Internet Security can be set up for individual accounts.  Live Update will automatically update the URL’s that are not allowed and this will save time.

ii. There are other types of filtering software available such as Net Nanny.  One of the disadvantages of filtering software is that it can filter out too much content.  If a student is doing a report on any given topic, the filtering software can restrict many of the results.

iii. Many search engines also have a filter built in that filter out inappropriate results.


6. Online shopping, banking and other activities requiring special attention
a. Online shopping is very popular.  For the most part there is nothing to be worried about.  However, the user should always look for the secure connection lock in the lower right hand corner of the screen.  Also look for the https in the address bar of the browser.  Most of the time a warning box will pop up saying that you are entering a secure connection and it will ask you if you want to proceed.  An in class discussion will demonstrate these examples.

b. Many sites require registration where you create a username and password.  Try and keep the password unique and use a combination of letters and numbers.  Some sites will even require that you do so.  When you register for these sites, you have the option of storing your credit card information with them.  You may not be comfortable with this and then it should not be done.  Only do things that you are comfortable with.  Also, it is good practice to keep your passwords diverse.  If someone steals your email password and it is the same as your online banking password, you have a big problem.  Diversifying a password can be as easy as entering digits in the front or the rear of a password you commonly use.

c. Look at the site.  If it does not look professional, see if there is a phone number and call first.  There is nothing wrong with being cautious.
d. I do not recommend storing passwords on the computer.  Browsers will allow you to store a password so the next time you go to the site you do not have to log in.  However, with many sites like online banking and credit cards, you may not want to do this.  The more valuable the information, the more you want to keep safe.  Not only do you not want people from outside to gain access to your information, but you may not want a friend or family member who is using the computer to see private information.
e. Never give any passwords to anyone.  
f. Once someone has access to your account, there are countless things that can be done.


	

	Personal Note:
	I would like to encourage students to feel comfortable with the computers in the home or work.  Computers are an integral part of the world today and having knowledge maintaining a secure system is essential.  This class is all inclusive and the pace will be determined by the class in general.    


