Computer Security for Home Users - PCW 26/A
Saturday, October 29
9:00 – 11:30
Instructor: Dominic Esposito

E-mail: dominic.esposito@lehman.cuny.edu
	Text:
	No assigned text book – Handouts will be given in class

	Grading:
	The grades for this class are based on class participation.  

	General Information:
	This class is the second of three in the “Home Computing Series.”  This series is designed for individuals with computer systems in their homes running Microsoft Windows.  Participants should have knowledge of running applications such as word processing and Internet browsers.  Also, a working knowledge of computer utilities such as My Computer is required and basic file management tasks such as creating folders and copying files is necessary.  These can be covered briefly in class if necessary.  There is a class in this room immediately following this class.  We will start at 9:00 and shut everything down by 11:30.  If there are unanswered questions, students can e-mail me.

	Class Description:
	Topics include identification of computer viruses, worms, Trojan Horses, spyware, spam, pop-ups and other types of unwanted intrusions and annoyances; sources of security problems such as e-mail and web browsing; configuration of a secure system; applying security-related updates and software and hardware solutions such as firewalls and anti-virus programs.

	Prerequisite:
	It is suggested that PCW 22: Basic Computer Skills and/or EDP 07 Introduction to Microcomputing is taken prior to this class.

	Class Objective:
	In this class, you will learn how to avoid common security problems that affect many computer users in the home and at work.  

	Goal:
	This course is designed to make people gain a greater understanding of computer security in general.  Each student should leave with a greater understanding of how to keep a computer safe from unwanted intrusions.  Some of the material is technical, but experienced and inexperienced people should be able to follow.  Note: many of the topics covered today can translate to the workplace as well.  However nothing should be done at work without first consulting with the system administrator.

	Material Overview:
	All of the topics listed below should receive coverage.  Each topic will receive more or less attention depending on the interests and experience of the class.

1. Computer networks and security

· What is a network?

· Types of networks (home, local, internet)

· Benefits of a network

· Security problems created by joining a network

· Security problems of wireless networks in the home


2. Viruses and other intrusions

· Viruses

· Worms

· Spyware

· Adware

· Signs of trouble

· Methods of infections (e.g. email, attachments, web browsing)

· The “human” factor

· Consequences, damage and costs


Common sense solutions: developing safe email and web browsing habits


	3. Importance general system maintenance

· Windows updates, patches and service packs

· Use and configuration of Microsoft Automatic Updates


4. Application updates (MS Office vulnerabilities)


5. Controlling web browsing

· Restricting access to web sites by children


6. Online shopping, banking and other activities requiring special attention


	

	Personal Note:
	I would like to encourage students to feel comfortable with the computers in the home or work.  Computers are an integral part of the world today and having knowledge maintaining a secure system is essential.  This class is all inclusive and the pace will be determined by the class in general.    


