Basic Computer Maintenance
1. Backing up files
a. Backing up files is extremely important.  Many users do not back up files because they take it for granted that the computer will always be functioning properly.  Backing up can also be a lengthy procedure and many people do not want to invest the time in performing the backups.
b. There are several things that can happen to a computer and cause data to be lost.  

c. The worst case scenario is hardware failure.  

Definition: Hardware – The parts you can actually touch, hold and move. This includes the computer processor, a monitor, keyboard and a mouse. Other pieces of hardware that can be attached or built into a computer are peripheral devices - these include printers, disk drives, scanners and compact disk drives.
d. Hardware failure can occur in various ways.  Most commonly, a power surge can enter the computer and have an adverse effect on some of the parts including the motherboard, memory, modem, network card and sound card.  A hard drive usually fails due to wear and tear.  If the hard drive fails and can no longer physically perform, all data will be lost and the hard drive needs replacement.  
Definition: Hard Drive – The disk drive located inside the computer tower that houses the operating system and all of the data.  The hard drive is not the tower.  It is a part that is inside the tower.  
e. Data can also be lost or inaccessible due to viruses or other types of programs.  A virus can actually infect various types of files and erase them or infect them so they spread to other computers.  Various spyware programs also affect computer files and performance.  Spyware can run on the computer and cause it to freeze.  It can also be triggered to run when certain other programs run.

f. Performing a backup can be done on cd, floppy or zip disks.  The best media to use for backup is a cd because it holds the most data.  Cd’s do not allow the user to edit files on the cd.  The files must be put on the cd and then transferred to the hard drive and edited.  The files can then be placed back on a cd.  A zip has less storage space but data files can be edited directly on the disk.  A floppy disk is a minimal form of storage and can only be used to back up a couple of files at a time.  
g. Many files today are large; e.g. mp3’s; video clips.  Most computers also come standard with CD-RW drives.

h. Demonstrate backup procedures.  Right click on hard drive, manual backup.
2. Monitoring disk space and system resources

a. This is very important.  The user should always have an idea of how much free hard disk space is available on the computer.  Not knowing can cause the user to run out of space when trying to perform various tasks such as downloading files, saving files and installing software.

b. Demonstrate monitoring disk space and checking the system resources.

3. Defragmentation

a. Definition: Fragmentation - A fragmented hard disk has parts of files stored in different locations. To retrieve a file, the computer has to search for all of the fragments. Defragmenting a disk puts all the parts of a file in one location. A defragmented hard disk locates files faster than a fragmented one.
b. Fragmentation can also lead to the hard disk becoming worn and can eventually lead to hard disk failure.  The drive has to work harder to find the files and spin more.

4. System restoration using vendor cd’s

a. Sometimes this is extremely difficult.  Restoration has to be done using several different cd’s.  First, the Operating System has to be installed.  The system will not perform properly this way.  New hardware is being developed every day and the Operating System cd is probably older than some of the hardware that may be installed on the computer.  Also, some of the hardware may not be Plug-and-Play and the drivers have to be installed separately.  

b. Definition: Driver - A piece of software that tells the computer how to operate an external device, such as a printer, hard disk, CD-ROM drive, or scanner. For instance, you can't print unless you have a printer driver. Hard disk drivers are invisible files that are loaded into memory when you start the computer, while scanner drivers are usually plug-ins accessed from within a particular application.
c. The vendor usually provides an additional cd with drivers on it.  Sometimes these drivers are hard to find because they are generic cd’s that contain drivers for several different pieces of hardware that are not necessarily installed on your computer.  Dell has the best one – elaborate.
d. Another difficulty in restoring the system is all of the other programs that were on the computer are no longer there.  These other programs would then have to also be reinstalled onto the system.  Also, all of the data that was on the system would have to be restored from backup.  This is very time consuming.

e. Elaborate on the benefits of Norton Ghost.

5. OS updates/patches and Windows automatic update

a. Windows updates should be done as often as possible.  Talk about why this should be done.

b. The user should set the computer to perform Windows updates automatically.  Demonstrate by right clicking on My Computer and clicking on properties and going to the automatic updates tab.  This could be problematic for people who have dial-up internet access.  

6. XP system restore feature

a. System Restore is a component of Windows XP Professional that you can use to restore your computer to a previous state, if a problem occurs, without losing your personal data files (such as Microsoft Word documents, browsing history, drawings, favorites, or e-mail). System Restore monitors changes to the system and some application files, and it automatically creates easily identified restore points. These restore points allow you to revert the system to a previous time. They are created daily and at the time of significant system events (such as when an application or driver is installed). You can also create and name your own restore points at any time.
b. Demonstrate system restore using help and support.

c. Talk about manual restoration.

d. Sometimes restore has to be turned off when a serious virus infects the computer.  The restore feature can actually restore the computer to the point where the virus infected the computer.

Security with home computers

1. Definition: Computer Virus - A computer virus is an executable file designed to replicate itself while avoiding detection. A virus may disguise itself as a legitimate program. Viruses are often rewritten and adjusted so that they will not be detected. Anti-virus programs must be updated continuously to look for new and modified viruses. Viruses are the number one method of computer vandalism.
2. There are many types of viruses around today.  Many people ask how the computer gets affected.  Sometimes the computer can be affected without the user doing anything.  E.g. the Sasser worm infected computers that did not perform a Microsoft Security update.  Over 50% of the worlds computers were affected.  The virus programmer found vulnerability in Windows and exploited it by spreading the virus around the Internet.  Worm -  Independent program that replicates from machine to machine across network connections often clogging networks and information systems as it spreads
3. Email viruses are also very common.  Some of the most common email viruses today look like they come from someone you know.  A friend or family member’s computer will be infected by a virus by an attachment being opened.  The virus will then automatically send out emails with itself attached to all those in the address book on the infected computer.  As long as the internet connection is active, the virus will be sent out.  Talk about danger in opening attachments and examples.  Know extensions.
4.  Viruses can be dependent on the Operating System.  The Sasser virus affected Windows XP computers, but not computers that were running older OS’s like Windows 98.
5. Know your computer.  Be observant of the things that are happening when you are using the computer.  Do not just call the computer friend for help.  Many people diagnose their computer as having a virus when it is “acting funny.”  The computer’s performance is seriously affected.  Also, many viruses like the Sasser will cause the system to shut down and restart automatically.  If something is not acting normally, run a virus scan immediately.  Could get error messages, the system could be very slow.  
6. Talk about hoax emails.  Just as bad as a virus when someone is warning you about a file that is a virus and it is a system file that you are instructed to delete.

7. Sometimes viruses are not obvious.  That is why it is important to run the virus scan often.  Explain why people do not like to run virus scans.
8. Viruses can also be downloaded from web sites that contain malicious code.

9. Definition: Spyware - A technology that assists in gathering information about a person or organization without their knowledge. On the Internet, "spyware is programming that is put in someone's computer to secretly gather information about the user and relay it to advertisers or other interested parties." As such, spyware is cause for public concern about privacy on the Internet.
10. Spyware is rampant these days.  Talk about downloading music, etc.  Give examples of how the spyware has locked up computers and caused registry errors.  Almost as bad if not as bad as a virus.

a. Definition: Windows Registry - A central hierarchical database in Windows used to store information necessary to configure the system for one or more users, applications, and hardware devices. The registry contains information that is constantly referenced during operation, such as profiles for each user, the applications installed on the computer; and the types of documents each can create, property sheet settings for folders and application icons, what hardware exists on the system; and which ports are being used
11. It is important to get the best antivirus software available.  Talk about Norton Internet Security and what it contains.  Also important to talk about installing the virus software and removing and reinstalling if errors occur during installation.
12. The virus software must be configured properly.  Also, it must be maintained.  When an older version of the virus software is on the computer, it is not going to be as effective as a newer version.  Talk about configuring the different components of NIS (parental controls, what programs to allow internet access).  Contains NAV, Personal Firewall, Privacy Control, AntiSpam, and Parental Controls.

13. It is important to update the virus software weekly.  Norton can be configured to perform automatic updates.

14. A new version of virus software will be released every year.  It is important to get the updated version of the software.  Changes are made to the way the antivirus software scans and operates.  
15. Most virus software discontinues the free updates after a year.  Many people then do not update the software and the computer becomes infected and then unusable.

16. The virus definitions can be manually downloaded from the Symantec website.  Demonstrate and install updates.

17. As previously mentioned, spyware is almost as bad as a virus.  Spyware always loads at startup and can slow a system down to a crawl where it is practically unusable.  

18. The new NIS has a spyware checker, but AdAware is the best spyware removal tool.  http://www.lavasoftusa.com/software/adaware/
19. Download and install AdAware.  

20. Adaware must also be updated like an antivirus program.  It will run a scan, detect the spyware and attempt to quarantine it.  Many spyware programs cannot be deleted by AdAware in the regular mode of windows because they are running and you cannot delete a file that is in use.  When spyware is throughout the computer, you may have to start the computer in safe mode.  Safe mode bypasses all of the startup files and does not load all of the drivers.  Demonstrate how to start the computer in safe mode.
21. These files can be manually removed from the startup file by configuring the computer to perform a selective startup.  Demonstrate msconfig and selective startup.

22. AdAware should also be run often especially if the user participates in downloading of shared files on a PtoP network.

23. Windows XP also comes with it’s own firewall.  

a. Definition: Firewall - A firewall is a security system that acts as a protective boundary between a network and the outside world. Internet Connection Firewall (ICF) is firewall software that is used to set restrictions on what information is communicated from your home or small office network to and from the Internet to your network.
24. Possible print out the Internet Connection Firewall from the help section.

25. The Norton Firewall that is included with NIS is the best one.  It has stopped all of the worms that have recently attacked networked computers.

Web Browsing Security

1. Can configure IE to raise the security level.  Go into control panel and review the items available to configure in Internet Options.  View all tabs.  Internet, Local Intranet, Trusted Sites and Restricted Sites.  

2. These can be customized based on individual preferences.  However, it can be somewhat cumbersome.  Web sites can be listed as trusted or restricted, but they have to be entered one at a time.

3. Many users want to restrict children from various types of sites.  NIS can be configured to do so.  Even if there is only one Windows account on the computer, NIS can be set up for individual accounts.  Live Update will automatically update the URL’s that are not allowed and this will save time.

4. There are other types of filtering software available such as Net Nanny.  One of the disadvantages of filtering software is that it can filter out too much content.  If a student is doing a report on any given topic, the filtering software can restrict many of the results.
5. Many search engines also have a filter built in that filter out inappropriate results.

6. User GU example to talk more about parental controls.

7. Online shopping is very popular.  For the most part there is nothing to be worried about.  However, the user should always look for the secure connection lock in the lower right hand corner of the screen.  Also look for the https.  Most of the time a warning box will pop up saying that you are entering a secure connection and it will ask you if you want to proceed.  
8. Many sites require registration where you create a username and password.  Try and keep the password unique and use a combination of letters and numbers.  Some sites will even require that you do so.  When you register for these sites, you have the option of storing your credit card information with them.  You may not be comfortable with this and then it should not be done.  Only do things that you are comfortable with.  

9. Look at the site.  If it does not look professional, see if there is a phone number and call first.  There is nothing wrong with being cautious.

10. I do not recommend storing passwords on the computer.  Browsers will allow you to store a password so the next time you go to the site you do not have to log in.  However, with many sites like online banking and credit cards, you may not want to do this.  The more valuable the information, the more you want to keep safe.  Not only do you not want people from outside to gain access to your information, but you may not want a friend or family member who is using the computer to see private information.

11. Never give any passwords to anyone.  Also, different passwords should be used for different sites.  There are easy ways to have different passwords.  Give examples.

12. Once someone has access to your account, there are countless things that can be done.
